EU rules for Al

.. a process in
progress

But what is the
Idea behind it?
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OVERVIEW

Unacceptable Risks
strictly pronibitec

High Risks
permitted, but strict opligatio
Must be met

Limited Risks

permitted, but transparency
opligations must be met

Minimal Risks
Nno obligations
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Al systems are developed

using methods...

Machine Iearnina

supervised, unsupervised and reinforcement learning
and deep learning

Logic and knowledae—based approaches

KNnowledge representation, inductive programming,
kKnowledge bases, inference and deductive engines, (sympolic)
reasoning and expert systems

Statistical aPProacheG

Bayesian estimation, search and optimization methods

to generate outputs ...

cohntent generate a background filter

Predicaﬁons your reaction to an article

recommehdations the fastest route to your destination

decisions lower the temperature at night

for a set of goals defined by humans

. W Women in Al Austria Art. 3(1) and Annex llI



The Al Act regulates three

types of Al systems:

Prohibited Al systems  ars

{i} Hi@h—ricsk Al 9y9+em<5 2:;;‘;’,:““

Al 9y9+em9 requir'ir\ﬂ
Art. 52

+r‘ansparer\cy

all other types of Al systems are not

regulated!
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Prohibited Al systems

Al systems used Iay any actor
which...

e dJeploy subliminal tecnnigues
Deyond a Person's

CONSClIOUSNEeSS
e cxXplolt vulnerablilities of age,
onysical or mental aisapility

Al 9y9+em9 used by Pulalic
authorities for..

e SOcCIal scoring
e Regl-Time remote biometric

identification by law
enforcement

NN Art. 5
- W Women in Al Austria



High-Risk Al systems

are Pr‘oclchrs or part of- Pr'odchr

9ubjec+ to comcor'mier
assessments

such as toys, medical devices, personal
orotective eguipment and transportation

Art. 6 (1) and Annex li

orQQO

have hiah-r‘icsk use casesk

biometric identification

critical infrastructure

education

employment

access to private and public services

law enforcement

mMigration, asylum and border control
administration of justice and democratic processes

Art. 6 (2) and Annex llI

*specific applications may be
amended by EC (Art. /(1))
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Al systems requiring
transparency with...

Obligations for providers

Ensure that humans can r'ecoanise
whether +hey are inJrer'achina with an

Al 9y9+em

Obligations for users

’ . InfForm the people ofrfected lay

@ ______ emotion recognition ond biometric

ca+eaorisa+ion 9y9+em9

Mark. deep fakes and aener'aJred or
mar\ipulaJreal imoges and audio or video
content as Al-ﬂeneraJrecl or Al-

manipu ated

'vaomen iIn Al Austria Art. 52



Al Act workflow

Prohibited
High-risk
Transparency

requireo
Other

| am affected by a system
am a provider
am a user

am an importer

| am a distributor

High risk

comply with role-
specific obligations
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Not allowed on market

Does it fulfil the
reguirements For hgih-
risk. Al sstrems?

No obligations

No obligations

Systems requiring
transparency

ensure humans
KNnow they are
iNnteracting with
Al systems

o inform of use
of system

e Mark as Al-
generated
content



Workflow to market entry
for high-risk Al systems

It product safety legislation applies

What is my role?
Provider

[mMporter

Distributor

Manufacturer™

Have | fulfiled all ofF my
ola\iaaﬁonc; reaardinﬂ deeiﬁn,
testing, developmerﬁ anhd

documentation?

IS my syc:»Jrem a biometric
identifFication 9y9+em or Gubjech to
Produc’r saPeer legislation?

Regjistration ot high-
risk. Al 9y9+em

Market entry
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Requirements for high-
risk Al systems

Risk manaﬂemer\’r c;strem Art. 9

Data set quality and data Art 10

governance

Techhical documentation Art 1+
Annex |||

Record-keepinﬂ (logs) Art. 12

|n+e\\iai|a\e olesian and Art. 13

instructions for use

Human oversithr Art. 14

Accuracy, robustness Art 15

and cylaersecurﬁy

... Standards coming soon!
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Obligations of providers*
of high-risk Al systems

* ensure complionce ok Al system with
requirements +or high-risk. Al systems

* implement o qualier manaaemerﬁ 9y9+em (Art. 17)

* provide techhical documentation (Art. I and 18 and
Annex [*

o keep Ioas of the Al system (Art. 20)

* ensure conqcor‘mier—assessmenJr procedure
belore placing Al system on the market (Art. 19,
48 and 49)

© comply Wiig! regieJrraJrion ob\iaa’rions (Art. 51)

e toke corrective actions i the 9y9+em Is hon-
compliant (Art. 21)

e inform authorities of any non—compliance and
corrective actions (Art 220k

e ol-fix CE marking (Art. 49)

e demonstrate conPormier upon request (Art. 23004

*Manufacturers of products subject to product safety legislation have the
same responsibilities as providers (Art. 24)

“*Providers outside the EU need to give their authorised representative a
mandate to carry out these obligations on their pehalf (Art. 25)
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Obligations of importers
of high-risk Al systems

® ensure validi+y and availabilﬁy ol
o conf—ormier assessment
o techhical documentation

o CE mar‘kina
o documentation and instructions for use
* do not place system on the market until it
contorms with reguirements and inform
outhorities of risks +o health, saPe+y and
Fundamental rights*
* include hame and contact details on the system,
its packaging or documentation
* ensure storoge or transport conditions do not
ofFfFect compliance with requirements
o comply with requests fFor information and
corrective action by authorities

*as defined in Art. 65(1)

Art. 26
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Obligations of
distributors of high-risk
Al systems

® ensure va\idier and avai\alai\H'y ol

o CE mar'kina
o documentation and instructions for use
© proot ol compliance ot provider and
importer with their obliaaﬂons
* do not place system on the market until it
contorms with reguirements and inform
outhorities of risks to health GaPeer and
Fundamental rightsx*
* ensure storage or transport conditions do not
ofFfFect compliance with requirements
* comply with requests for inkormation by
authorities
e take corrective action, withdraw or recal the
system it the Al system does not conform (or
ensure importer or provider tokes necessary
actions)
© comP\y with requests fFor information and
documentation by authorities ond cooperate on

actions taken
! *as defined in Art. 65(1)

NV V' Women in Al Austria Art. 27



Obligations of users of
high-risk Al systems

* use Al system accordina to instructions

e inf-orm provider or distributor ok risks to
health, sakety or fundamental rights* ana
suspend use until corrective action is taken

* inform provider or distributor ok any serious
incidents or malkunctionstt and interrupt use

* keep logs ok hiah—risk Al system (if accesible)

e data protection impact assessment based on
inFormation lay Pr‘ovider‘ (i~ aPP\icalale)

o (cspecia\ ola\iaaﬁons For Al applications in credit
or Finance contexts)

*as defined in Art. 65(1)
*as defined INArt. 62

Art. 29
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Quality management
for high-risk Al
systems

o 6+ra+eﬂy For reauIaJrory compliance (conqcormier
assessments, modification manaaemem etc)
* technigues, Proceclures and systematic actions

For

o design, design control and design verification
o development, quality control and quality assurance

* examination, test and validation procedures
+hrouﬂ|nou+ the Al 9y6+em’6 \iqcecycle (includina
Prequency)

* technical speciﬁicaJrions/erandard; (Art. 43)

* dota mahagement system

* risk manaaemerﬂr csychrem (Art. 9)

. Poc5+—mar\<e+ moniJrorina 9y9+em (Art. Ol

* incident reporting (Art. ¢2)

* communication procedures with regulatory
authorities

* system ror record-keeping

® resource manaaemerﬁr

o accouh’rabi\'ﬁ'y Framework for manaaemerﬁ and
other stalf

Art. 17
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Conformity assessment procedures
for high-risk Al systems

Al systems listed as hi@h—ric;k and biometric
identitication 9y<>‘+em<5 applyin@

standards/common specitications
e does my guality management system
comply with reguirements in Art. 177
e S MYy technical documentation sufficient?
does it cover all requirements set out In
Title Il Chapter 27
e Joes my technical documentation reflect
the design and development of my Al
system and my post-market monitoring
system (Art. 61)7

self-assessment

Biometric identification systems (ho
standards or common epeciqcicaﬁon; used)

e does my Al system fulfill all requirements
for high-risk Al systems (Chapter 2)7

Al systems subject to product satety laws
e Joes my Al system satisty all
requirements of the applicable product
safety law?
e does my Al system fulfill all requirements
for high-risk Al systems (Chapter 2)7

assessment by notified body
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Declaration of conformity:
checklist for high-risk Al systems

-

e Al systerm name and type
e reference to harmonised standards or
common specification used for Al system

&

e NaMe and address of provider

e Name and |ID of notified pody, description of
conformity assessment procedure and
certificate numiuper

e Dlace and date of the issue of the declaration

name and function of signee and on whose

oenalf the declaration was signed

e confirming provider's responsipility regarding
the declaration of conformity

e confirming that the Al system conforms to the
Al Act and any other legislation reguiring
conformity assessments (it applicable)

Anhex V

may be amended by
delegated Acts (Art. 48(5))
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Mark.et
survellance

aquhorier

National
supervisor
For
cor\l:ormi-fy
assessment

bodies
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Who are you
going to call?



Open Questions

e Definition of Al

e Definition of biometric, and emotion
recognition

e Prohibited applications: how useful
are these prohibitions?

e Do the requirements for providers

make sense? Are they practicable?
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About this brochure

Research, Concept L Text

Desiﬂn

Women in Al Austria
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